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Manual for Installing VPNCA root Certificate as trusted

1. Open the URL http://vpn.nic.in/ for downloading the VPNCA root certificate as
shown below
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2. Save the file.
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3. Open the vpnca-root.cer saved file, click on and follow these steps

Do you want to open this file?

I | Name: Ch\Users\nic6348\Desktop'wpneca-root.cer
"} Publsher: Unknown Publisher

Type: Security Certificate

From: C\Usersinice348\Desktopivpnca-root.cer

e ) [ Coneel ]

Always ask before opening this file

While files from the Intemet can be useful, this file type can
potentialy ham your computer. f you do not trust the sounce, do not
open this software. What s the sk 7
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4. Now try to connect VPN again using Cisco AnyConnect Client.
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@ The import was successful.
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5. A warning window will pop up while connecting VPN, as shown below. The server
is a trusted one, so you can continue the connection by clicking on Change

Setting...

AnyConnect Downloader

A Untrusted VPN Server Blocked!
§ onReck?, nic.in

IRrammise!

ault;

[ hange Setting. .. ] |x Keep Me Safe J

6. Once you have clicked on change setting you will get a pop up as shown below.
Please click on Apply Change button to continue connecting.

AnyConnect Downloader.

'j Change the setting that blocks untrusted connections?

Changing this YPR Preference may result in a severe security
compramise!

“'ou musk retry the connection after the setting is changed.

’ Apply Change ] L Cancel ,_l

7. 1In case you don’t get a pop up shown in step 2, you will get a pop up shown below.
Please UNCHECK the option Block connections to untrusted servers.

&) Cisco AnyConnect Secure Mobility Client

Minimize AnyConnect on VPN conmect

Ealock cornections ko unkrusted servers
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8. Now try re-connecting either from the web browser and or the AnyConnect client.

10. Now you are ready to connect VPN again using Cisco AnyConnect Client.

You will now be prompted for another security warning as shown below. Please
CHECK the option Always trust this VPN server and import the certificate and

click Connect Anyway.

AnyConnect Downloader

I i’\.!mxg.tnu;.t..thi;..MEN..§.e.r.>f§.r..san;!..i.mp..@.r.t..thﬁ..;ﬁttifig@.t.@,?

Security Warning: Untrusted VPN Server
Certificate!
anvConnect cannot werify WPN server: scanmect7.nic.in

Certificate does not match the server namie.

Connecting b this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect ko untrusted VP servers unless the reason
for the error condition is known.

’ Conneck Anyway ][ Cancel Connection ]
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