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Procedure to configure VPN on Android hand-

held Devices

Step 1: Open ‘Play Store’ and install ‘AnyConnect’ app as shown below:
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Far Android 4.0+ and later devices. Connect to your

network with AnyConnect.

Step 2: Open this AnyConnect App as shown:
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For Android 4.0+ and later devices. Connect to your
network with AnyConnect.
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Step 3: Press OK to the License Agreement as shown:

AnyConnect

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client
v4.x and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License
Agreement (SEULA) contains additional
terms and conditions for the Software
Product licensed under the End User License
Agreement (EULA) between You (You as
used herein means You and the business
entity you represent) and Cisco (collectively,
the Agreement). Capitalized terms used

in this SEULA but not defined will have the
meanings assigned to them in the EULA. To
the extent that there is a conflict between
the terms and conditions of the EULA and
this SEULA, the terms and conditions of

this SEULA will take precedence. In addition
to the limitations set forth in the EULA

on your access and use of the Software,

You agree to comply at all times with the
terms and conditions provided in this
SEULA. DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE CONSTITUTES
ACCEPTANCE OF THE AGREEMENT, AND
YOU ARE BINDING YOURSELF AND THE
BUSINESS ENTITY THAT YOU REPRESENT
(COLLECTIVELY, CUSTOMER) TO THE
AGREEMENT. IF YOU DO NOT AGREE TO
ALL OF THE TERMS OF THE AGREEMENT,
THEN CISCO IS UNWILLING TO LICENSE
THE SOFTWARE TO YOU AND (A) YOU MAY
NOT DOWNLOAD, INSTALL OR USE THE

CANCEL OK

Step 4: Press ‘Connections’ as shown:
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AnyConnect VPN
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Connections o
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Step 5: Press ‘Add New VPN Connection’ as shown:
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Step 6: Press ‘Description’, Enter Description and then Press ‘OK’.

Description

NIC VPN

CAMCEL

Step 7: Press ‘Server Address’ and Enter ‘sconnect.nic.in’ and press ‘OK’.

for i D

Server Address

sconnect.nic.in

o

CANCEL 0K

Step 8: Press ‘Advanced Preferences’ as shown:
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Connection Editor

Description
MIC VPN

Server Address
sconnect.nic.in

Advanced Preferences
Change advanced certificate and protocol settings
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Step 9: Press ‘Certificate’ as shown:
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Advanced Preferences

Certificate
Automatic

App Rules
View Per-4pp VPN Rules

Connect with IPsec

Connections will use IPsec instead of S5L. |:|
Information about IPzac parameters can ba
found in the menu under "Additional Information”.

Step 10: Press ‘Import’ as shown below:

Certificates

Disabled

Automatic -

IMFPORT
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Step 11: Press ‘File System’ and ‘Allow’ as shown:

Import Certificate

File System ¢

Metwork Location (URI)

Device Credential Storage
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Allow AnyConnect to access
photos, media, and files on your
device?
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Step 12: Go to the location where DSC is placed in mobile and press ‘VPN****** pfyx’ and
import DSC with private key as shown below:
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File Chooser

fstorage/emulated/0/TESTCERT

Please choose the certificate file (typically ending in .p12

o

r.pfx) which you wish to import into the AnyConnect

certificate stare.

iy

VPN o ¢

AnyConnect

Flease enter the password for certificate
Iimport.

Passwoard

El Show password

CAMCEL IMPORT
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Step 13: Now DSC is imported as shown below:
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Certificates

Disabled

Automatic

TESTCERT

lssuer: niceca L4

Expiration Date: 01,/02/2022

Step 14: Go back to ‘Advanced Preferences’ and press ‘Done’ as shown:
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Advanced Preferences

Certificate

Automatic

App Rules
View Per-App VPN Rules

Connect with IPsec

onnechions Wil use 1IPsec instead of SSI1 ("]
Information abowt IPsec parameters ca ] oz
found in the menu unde Ad ’

CANCEL DONE
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Step 15: Go back to ‘Connection Editor’ and press ‘Done’ as shown:
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Connection Editor

Description
NICVPN

Server Address
sSconnect.nic.In

Advanced Preferences
ange advanced certificate are rotocol settings

e

Step 16: Now connection is made and showing as below. Need to press backward arrow to

go to main app.
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Advanced Preferences

«  NICYPN

Add Mew WPM Connection

Step 17: Press ‘AnyConnect VPN’ as shown below:

AnyConnect

B VIRTUAL PRIVATE NETWORK g
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Disconnected

Connections
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Step 18: Now VPN username is coming prefilled. User need to enter VPN password and
press ‘CONNECT’ as shown below:

AnyConnect

Please enter your username and password.

] show password

CAMCEL CONEECT

Step 19: If user is connecting VPN first time then need to make ‘New Password’ as shown
below otherwise need to enter existing VPN password.

AnyConnect

MMew Password:

Werify Passwword:

] show password

coarcd expi N, YO IMUST enber a ey
o To continue

CAMCEL COMTINUE

Step 20: Press ‘Always Allow’ as shown below:

Adlow ANy Connect” to create = W
conmection?

data theTr.




Name of the Document Configuring VPN in Android based Hand-held Devices

Classification

General Audience NIC VPN Users

Version

2 Date of last change 2-Jan- 2021

Step 21: Now user VPN connection is established as shown below. User can access servers
that are allowed to user VPN.
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AnyConnect
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AnyConnect VPN
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